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ALGORITHM 1
MONTGOMERY MULTIPLICATION

Input: X,Y, N, R(= 2F),
W =—-N"1'mod R
Output: | Z=XYR T mod N

1: t:= XY - -W mod R;
2: Z:= (XY +tN)/R;
3: if (Z> N) then Z := Z — N;

ALGORITHM 2
HiGH-RADIX MONTGOMERY MULTIPLICATION
Input: X =(Tm—-1,...,21,T0)27,
Y = (Ym—1, - Y1,Y0)27,
N = (nm—1,...,n1,n0)2r,
W =—-N"1 mod 2"

Output: | Z2=XY27""™ mod N

1: Z:=0;

2: fori=0tom—1 — Loopl
3: C:=0;

4 : ti = (20 + x;y0)W mod 27;

5: for j=0tom—1 — Loop2
6 : Q= zj +xyy; +ting; +C;

7: if (j # 0) then z;_1 := Q mod 27;

8: C:=Q/2";

9: end for

10: Zm—1 = C}

11: end for

—
B

if (Z > N) then Z := Z — N;
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ALGORITHM 2’
HicH-RADIX MONTGOMERY MULTIPLICATION

Input: X = (Tm—1,.--y%1,20)27,
Y = (Ym—1, - Y1, %0)2r,
N = (nm-1,...,n1,n0)2r,
W = —N~1 mod 2"

Output: | Z2=XY27""™ mod N

1 Z:=0;, V:=0

2 fori=0tom—1

3 C:=0;

4 : t; := (20 + x;y0) mod 27;

5: t; == t;W mod 27;

6 : for j=0tom—1

7 Q =z + z;y; + C;

8 zj:=Q mod 2"; C:=Q/27;

9: end for

10: zm = C}

11: C :=0;

12: for j=0tom—1

131 Q = Z]' + n]-tz- + C;

14: if (j # 0) then z;_; := Q mod 27;

15: C:=Q/2";

16: end for

17: Q:=zm+V+C;

18: Zm—1:=Q mod 2"; V :=Q/2";

19: end for

20: C:=1;

21: forj=0tom—1

22: Q= zj+n; + C;

23: zj:=Q mod 27; C:=Q/27;

24: end for

25: if (C ==1|| V ==1) then return

26: C :=0;

27: forj=0tom—1

28: Q =z +n; + C;

29: zj :=Q mod 2"; C:=Q/2";

30: end for
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Cell Library: Hitachi 0.18um CMOS (by Kyoto University)
Synthesis Tool: Synopsys Design Compiler

Input Length k: 1,024 bits
Word Length r: (1) 80 160 320 640 128 bits; (2)0 (3) 32 bits

Design of Arithmetic Core:
(1) Synopsys DesignWare
(2) 154 Algorithms + DesignWare
(3) 6 Algorithms + DesignWare

Options for Synopsys Design Compiler:
(1)0(2)0 (3) set_max_area 0
(1)0 (2) derive_timing_constraints -period_scale 0.5
(3) create_clock -period 3 -waveform {0 1.5} CLK
(1) (2)0 (3) compile -incremental -map_effort high
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020000 :k=102400000 000

k = 1,024 Montgomery Multiplier
Number of Critical Path Area Power Time Area x Time
Cycles [ns] [mm?] [4W] (at MOF) | [us]
r = 8 bit 99,715 3.61 0.0436 237.87 359.97 15.69
r = 16 bit 25,283 6.95 0.0872 229.01 175.72 15.32
r = 32 bit 6,499 13.29 0.2440 306.25 86.37 21.07
r = 64 bit 1,715 27.42 0.7973 307.68 47.03 37.49
r = 128 bit 475 53.17 3.0452 308.03 25.25 76.89

030000 :000000000000000D00

k =1,0240 r = 32 Montgomery Multiplier
Arithmetic Core Algorithm Critical Path | Area Power Time Area x Time
[ns] [mm?] (W] (at 50MHz) | [us]
DesignWare 12.59 0.324 600.39 81.82 26.40
Algorithm 1 (R4B-Array-RCA) 9.41 0.531 424.70 61.15 32.47
Algorithm 2 (R4B-Dadda-BKA) 4.79 0.523 203.22 31.13 16.28
Algorithm 3 (R4B-Comp42-HCA) 5.15 0.410 144.31 33.46 13.71
Algorithm 4 (R4B-Count73-RCA) || 7.83 0.371 129.18 50.88 18.87
Algorithm 5 (NoB-Wallace-CSuA) || 5.07 0.763 214.28 32.94 25.13
Algorithm 6 (NoB-Array-CSuA) 13.62 0.701 384.20 88.51 62.04
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